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v v/ NON-0SBX =7

b  B2DAN

R AIEIRBEAP

v LINUX3x 32

g RE&E =4 EERuAP
INEEH PPN AE S
|
‘ P ECONP
I |
s@idca| Lidid | HabWW/| =S
|aidfe~s Lidyadb Hebiel
5 B R VAR s o S S22 S|
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A A A |
ol LED> | FEASBH |
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T (EPEr, RPdr, Tasklet, K44B) S3tie A
B 33> .
lock() /IBIE, EFET

m Q QO Q0 m=

;:}i.tical section /I FRX, BTNZELA
LJ.nI.ock() IIFEDIE, LR
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FRTFH_TE
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I 3o

BRI TFTIRTF
RERTFTEEGIE

void atomic_set(atomic_t *v, inti); //i&. & JR-F-Z-ZE91E 29

atomic_t v= ATOMIC_INIT(0); // & X fm-F2= -8V3F7%8 1€ 290
KIRIRFZEEEIIE

atomic_read(atomic_t *v); //:& ERFZEEI1E
ST 254 o]

void atomic_add(int i, atomic_t *v); // -5 2% &2 Joi

void atomic_sub(int i, atomic_t *V); // K52 &K 2
Voo = =F:1

void atomic_inc(atomic_t *v); [//mRFZ 20l

void atomic_dec(atomic_t *v); /[mRFZEEH ]
FRTEIHY 7

int atomic_inc_and_test(atomic_t *v);

int atomic_dec_and_test(atomic_t *v);

int atomic_sub_and test(int i, atomic_t *v);
FRTEIHE [E]

int atomic_add return(int i, atomic_t *v);

int atomic_sub_return(int i, atomic_t *v);

int atomic_inc_return(atomic_t *vj;

int atomic_dec_return(atomic_t *vj;

T RT3 TF
iR FH R R AT

void set_bit(nr, void *addr);

void clear_bit(nr, void * addr);

void change_bit(nr, void * addr);
S T

test_bit(nr, void *addr);
Yk -3 TE T

int test_and_set_bit(nr, void *addr): FARANIGHT

int test_and_clear_bit(nr, void *addr);

int test_and_change_hit(nr, void *addr);
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EiES VS (28

I B7%:

@ ICFIE, RBEEIFTH

@ IR IcHMEAL

@ BIEHAEI NAERE ST
spinlock_t lock;
spin_lock_init(&lock);

spin_lock (&lock) ; //3x AR5 se 8, PRI IEFRK
oA NiER K
spin_unlock (&lock) ; // Az

. TESE

O  EREIBDBRAIR, FIEELTH

@ SERFAETLABESE, RNATPETETX
Il & X155
DECLARE_MUTEX(mount_sem);
down(&mount_sem);// X B 1558, I IGSRIX

critical section // 1557 X

up(&mount_sem);// FEiK 1552

FAR\IGHT
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}BE | ’j\g@ B /‘\ ikl
Ty [ |
ER2 Z 4 | - b&g/z%\/ﬁ | e 3o s
1;&%%ﬁ : poll 22 e A ] . : snal signal W5 RS 245
LN | B SN T |
A | WA e M B
B 2 : xxx_func()| || yyy_func() || W1 || S5 : ai SAET | Ll
| BLE AL || |
| | )
| L HRRARE HIRREEE | ol
EiRE iRGE : :
BHZE1/0 | JEHER MO | FEA A
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| FITBAZY . IR TFIF IR EREY —FF WU
| BAZR 5 AE B 2R T3 FA 42 4%
1 static ssize t xxx_write(struct file *file, const char *buffer, size t count,

2 loff_t *ppos)

34

4 ..

5 DECLARE WAITQUEUE(wait, current); /72 X 2535 BA Y
6 add wait gqueue(&xxx_wait, &wait); //5FxInFiFEAZY
7

8 ret = count;

9 [ FFRHEZARTS */

10 do

11 {

12 avail = device writable(...);

13 if (avail <0)

14  set current_state(TASK_INTERRUPTIBLE);//eX 2 #t 52 IK &
15

16 if (avail <0)

17 {

18  if (file->f_flags & O_NONBLOCK) //4kpaze

19 {

20 if (ret)

21 ret = - EAGAIN;

22 goto out;

23}

24 schedule(); //48BEATe#ALINIT
25  if (3gnal_pending(current))//4a 2 B 29 155 S 82

26 {

27 if (‘ret)

28 ret = - ERESTARTSYS;
29 goto out;

30 1}

31 }

32 }while (avail <0);

33

34 * Sixg&gEpR */
35 device write(...)

36 out:

37 remove wait_queue(&Xxx_wait, & Wait);//#53 75 BA 5045 s 15 BA S Sk F AR IGHT
38 set_current_state(TASK_RUNNING)/3% . s# #24% % 2 TASK_RUNNING

39 returnret;

40}
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polling

v B3R5 9 POLL#EAR
1 static unsigned int xxx_poll(struct file *filp, poll_table *wait)
2 {
3 unsigned int mask = 0;

4 struct xxx_dev *dev = filp->private_data; /* 3% #&i& & 2519 TR 35 1*/
6 ..
8 pall_wait(filp, &dev->wait, wait);
9
10 if ()=
11 {
12 mask |= POLLIN | POLLRDNORM; /* #5%#% 38 =5 5% 75* |
13 }
15 if ()=
16 {
17 mask|= POLLOUT | POLLWRNORM,; /* #7ax#k 38 55 N* |
18 }
19
20 ..
21 return mask;
22}
I A~ =)a POL L4 4%
fd_set fds;

FD_ZERO(&fds);

FD_SET(fd, &fds);

sdlect(fd + 1, &rfds, &wfds, NULL, NULL);
if (FD_ISSET(fd, &fds))

{

} printf(" Poll monitor:can be access\n"); F AR I GHT
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Z2110

&S REFAEX Ley“ P Ei”

IRZYE HT1ES
kill_fasync(& dev->async_queue, SIGIO, POLL_IN);

s MAPERBEIAZAFRSRIEES
24 signal(SIGIO, input_handler);
25 fentl (STDIN_FILENO, F_SETOWN, getpid());
26 oflags= fentl(STDIN_FILENO, F_GETFL);
27 fentl(STDIN_FILENO, F_SETFL, oflags | FASYNC);
8 void input_handler (int num)

9{..
14 len = read(STDIN_FILENO, &data, MAX_LEN);
15...}
)5 peaiscll]
Taddd FS=aOYRotbad) Tfadidd D) (=R AT
P
P I e P B esraQEAy BHFEIES
PEZETE]

GHT
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L2l
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B

AV 51 & 1|

»  tasklet

@ I TEBAZY

1 /* & XtaskletFo sk 4= 4B &R R H- B> [

2 void xxx_do_tasklet(unsigned long);

3 DECLARE_TASKLET(xxx_tasklet, xxx_do_tasklet, 0);4

5 [* sh s 2R A 8B%

6 void xxx_do_tasklet(unsigned long)

7{..

9}

11 /* o s 28 22 I3 8B* /

12 irgreturn_t xxx_interrupt(int irqg, void *dev_id, struct pt_regs *regs)
13{

15 taskl et_schedule(&xxx_tasklet); F AR I GHT

16 ..}
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N7E51 / Oifla]

AHEEES| / O Ja
LinuxJA g2gat 4k 2= 4]

=
1AL

“LFETAT<
=il i
\Vg: la racliy =3
EZIELEE LN

= 5

o
A Liresg2z1i1]
Vv JANGRiF

o kmalloc,get_free pages4pz2ik s K ikaksgd
s vmaloc4wzndesk s, JEzkikaiesd

\VARE. /F: WQP: -k E B d: 2 5y

o AR

o loremap, ioremap nocache

v mmap: s = A S E
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DMA

v cache—=zx il )a2m

v

cachex} % DMAZZH1[X.

VAR - E-F2 RN J=R7 % E 3

v DMAZ£+X
o —ERPEZRSFIX
void * dma_alloc_coherent(struct device *dev, size t size, dma_addr_t *handle, gfp_t ofp);
void dma_free_coherent(struct device *dev, size t size, void *cpu_addr, dma_addr_t handle);
o SRADMABRSS
o dma_addr_t dma_map_single(struct device *dev, void * buffer, size t size, enum dma_data_direction direction);

o void dma_unmap_single(struct device *dev, dma_addr_t dma_addr, size t size,enum dma_data_direction
direction);

FAR\IGHT
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: |
| i I<:ﬁ'=r o M !
| el b A B0 BN | |
: I i
FHES et " |
[ e ' +
I _n'J o I
| i : Liruwx 52865 15
| ; , -
- _ i G 2 g B I
| ) file_operations T I
| dev_t '
| : o
| I A
| : o
L
| kN L
| . - N
| read{} write| ) ioctli) e |
| T — ""/II I
I I
I q:ior A A a1 I
| k| i e I
: |

v file operations
1 struct file_operations xxx_fops =
2{
3 .owner = THIS MODULE,
.read = xxx_read,
write = xxx_write,

4
5
6 .ioctl = xxx_ioctl,
4
8

};
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2 RIg UKD

= Ak &R s framework

BRIK

o EEFTE

s LEERRRBFABENR, TERSERFZEO

Linux I 2

FRIGE, B
file_operations

A 4

WL =

XXX £%
XXX_0pS

y

WA=
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Framebuffer

" VvV AETHRIFZBIFREHIEK
o file_operations->fb_info->fb_ops
v AsEHcdevEl s Hframebuffer

] Nz Lag
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MTD

V-7

R F5 SRS

FHEETR B &=

MTID Firi&& MID Bi%E&
/\

~ MID BHiEE N\
FLASH g4 3Ea /f\\

v 3/ #igkE&->mtd_info->nand_chip &'> ]
NMD

~o R(IGHT
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B &YX 2]

B LEHY

block device operations
o gendisk
o requestsshio: RIEFIFEITEI/OFR
v /0K

]
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— 25 8] B 1 25 K 5]

I

AR A EEimEASsFal /O
userspacedi

o  User Mode SCSI

o User Mode USB

o User Mode 12C

o UlO:drivers/uio/

FARS IGHT
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Linux

Linux
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IX Z1 3 iR

v printk()

i+ [proc

1 00ps

1 AT A
1 kcore

v kdb

v kgdb
 TTEEE
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/printk

WAL REAESS

o EAEEITEPLRBI . #echo 5 > /proc/sys/kernel/printk

o TEA%R: d@izmake menuconfigkix &5 &ITEPTER
#ifdef CONFIG_XXXDEBUG
#hook_debug(fmt,arg...)  printk(KERN_DEBUG fit,##arg)
#Helse
#ox_debug(fmt,arg...)
#Hendif

FARS IGHT
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/proc

1 AN P EJE R BN IZTE L5
7 ssize t smple_proc_read(char *page, char ** start, off_t off, int count,
8 int*eof, void * glata)

23 ssize t Imple_proc_write(struct file *filp, const char __user *buff, unsigned

24 longlen, void frdata)

55int __init simpl¢_proc_init(void)
56 {
57 proc_entry = dreate_prpc_entry("sim_proc”, 0666, NULL); //€J3&/proc
58 if (proc_entry F= NULL)
59 {..
62 }
63 else
64 {

65 proc_entry->read _prac = simple_proc_read;

66 proc_entry->write_proc = Ssmple_proc_write;
67 proc_entry->owner = THIS MODULE;

68 }

72..}

' T_AF . cat, echo

FAR\IGHT
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8 datic ssize t oopsexam_write(struct file
*filp, const char *buf, size t len, loff t

9 *off)
10 {
11 int *p=0;

12 *p =1; /[@Zim=0itik
13 returnlen;

14}

PDF CH#H] "pdfFactory Pro" ik Hfii A6 www.fineprint.cn

O0pPS

Unable to handle kernel NULL pointer dereference at virtual address 00000000
printing eip:

€381a013

* pde = 00000000

Oops: 0002 [#1]

PREEMPT SMP

Modules linked in: cops_example

CPU: O

EIP: 0060:[<c381a013>] Not tainted VLI

EFLAGS: 00010286 (2.6.15.5)

EIP is at oopsexam_write+0x4/0x11 [oops_example]

eax: 00000002 ebx: c2b35480 ecx: 00000000 edx: c381a00f
esi: 00000002 edi: 080e9408 ebp: c2007fad esp: c2007f68
ds: 007b es: 007b ss: 0068

Process bash (pid: 2453, threadinfo=c2006000 task=c2021570)

Stack: c015e036 c2b35480 0809408 00000002 c2007fa4 00000000 c2b35480
ffffff7

080e9408 c2006000 c015eld1 c2b35480 0809408 00000002 c2007fa4
00000000

00000000 00000000 00000001 00000002 c0102f9f 00000001 0809408
00000002

Call Trace:

[<c015e036>] vis write+0xc5/0x18f
[<c015e1d1>] sys write+0x51/0x80 F 5 R I GHT
[<c0102f9f>] sysenter_past_esp+0x54/0x75

Code: Bad EIP value.
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4 main()

5{

6 intfd, num, pos;

7 char wr_ch[200] ="Thisis atest of globalmem";
8 char rd_ch[200];

9 //373%/dev/globalmem

10 fd = open("/dev/globalmem”, O_RDWR, S IRUSR | S IWU

11 if(fd!=-1)

12 {

13 //s#&rrglobalmem

14 if(ioct!(fd, MEM_CLEAR, 0) < 0)
15 {

16 printf("ioctl command failed\n");
17 }

18 //3%:globamem

19 num = read(fd, rd_ch, 200);
20 printf("%d bytes read from globalmem\n”,num);
21

22 /I globamem

23 num = write(fd, wr_ch, strlen(wr_ch));
24 printf("%d bytes written into globalmem\n”,num);
25

26 close(fd);

27 }

28}
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Strace

execve("./globamem_test", ["./globalmem_test"], [/* 24 vars*/]) =0

open("/dev/globalmem", O_RDWR) =3 - 3T I
/dev/globalmemedfd23

ioctl(3, FIBMAP, 0) =0

read(3, 0xbff17920, 200) =200 - iR ER 2 2001~ 3
4

write(1, "200 bytes read from globalmem\n”, 30200 bytes read from
globalmem

)= - Ja AR ik & (fd2e 1) s N printf
e R R

write(3, "Thisisatest of globalmem”, 27) =27

write(1, "27 bytes written into globalmem\n”, 3227 bytes written into
globalmem

)=32
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v 37-EkgdbahTT, X EM_LeygdoT s B trmevkgdbiE L e o SR @ s,

Linux

kgdb

A

Vv TEATES:SE:

HE, USB%:

gdb

o VHAEBIAEFEZEFZEBIFVEITAG/BDM, =XAxrxmeygdbsi T ili@d 515508

ERIZH B =N
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1z 8] )35

Ie

Zm 5 A E=IaleY T8 5 5 Jalik &K 30

s  read
s Write
s loctl

Vv A E N R R FE T
o BB —TREWBRI—TFHHE
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Vv REFEIEANIZIRIZE R L E0 IR
g FER, BF
ANHEE5| / OiriE

Q

2l A e B
3P AR B AR B IR BRIV 45 51

Q

ZF Jal FLiX F X ZYuY IR ES

< < K

Y F-EL Bk
#£ PC_£ == 3% globalmem#=globalfifo

Q

g EIFFERIRESFIASRIXSZIIIRTY
@ ELTTFH 53
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LinuxiZ ZIREN FF A& 1Ef

Hd

' VvV EELE XK R
o DRABRELGRBIFRE S F0RR, AR RBIAE SePRins (3R

B EBD)

o SFLINUXIZHIE2Z Tt AL S IER SR ITT TN RE (SRAESR S
)

o FEEEMSRPREHRNKXLIE SRR L ESWREHFRM, AFRFE (A
KIS IS EB)

o REBHFIEERRFE (FFHzu, www.linuxdriver.cn, #%-4~0Q0Q%F )

G

IFE VR -
B e Sey oFY : .
X

§ thavmn
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\

£ 5E T D LinuxBR 512 12

v HERNZKLINUXER 3257 2% BE

v AREAANIREST SR TUAEIELINUXTSFi8E, ks, HNEi8E
BYIKZPREF T, JEled BRI SN K LINUXEY RAF- KI5 75 5%,

v HERANELINUXBER 32 T %5 2R 31

Vv ABIRBLAERBIRS Y E, RAMNLBLINUXTAHXFrameBuffer, MMC—
. USBizx#&&93R 3772 5 I 4,

Vv BELRMAL B IREE
VvV T HREES VGRS, HWINEIRY, HULRIFANIEIRIE, SHIRBAK

PRIBA, ZSRAREHET—HsTT, AF—ETFEIBRFFEAHPCE
L,

FARS IGHT
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